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Abstract

In this paper, we analyze the security vulnerabilities of
EMAP, an efficient RFID mutual authentication protocol re-
cently proposed by Peris-Lopez et al. [15]. We present two
effective attacks, a de-synchronization attack and a full-
disclosure attack, against the protocol. The former per-
manently disables the authentication capability of a RFID
tag by destroying synchronization between the tag and the
RFID reader. The latter completely compromises a tag by
extracting all the secret information stored in the tag. The
de-synchronization attack can be carried out in just round of
interaction in EMAP while the full-disclosure attack is ac-
complished across several runs of EMAP. We also discuss
ways to counter the attacks.

1 Introduction

Recent aggressive deployment of Radio Frequency Iden-
tification (RFID) systems in a variety of applications has
raised many concerns about privacy. Chief among them
is clandestine or unregulated scanning of RFID tags (w.rt.,
transponders) attached on objects being identified. RFID
tags emit unique identifiers which could be used to track the
itineraries of the objects or individuals carrying them. One
solution to alleviate the problem is to change the identifier
of a tag on every scan. On the other hand, however, RFID
readers (w.r.t., interrogators) need to ensure that the tags
being queried are authentic, not compromised, cloned or
spoofed. To address both security issues, many privacy en-
hanced RFID (mutual) authentication protocols have been
put forward (refer to Section |5). The challenge in the de-
sign of such protocols is to strike the right balance between
security and cost. RFID tags are generally low cost with
extremely limited resources. They cannot perform standard
cryptographic operations, such as encryption, that are used
extensively in security solution for ordinary computing en-

Robert Deng
Singapore Management University
469 Bukit Timah Road, Singapore 259756
robertdeng @smu.edu.sg

vironments.

In this paper, we analyze the security properties of
EMAP, an efficient mutual authentication protocol for low-
cost RFID tags recently proposed by Peris-Lopez et al.
in [15]. Different from the majority of existing solutions
[17, 13, 11}, 12} 1, I5] using standard cryptographic primi-
tives, this protocol is ultra-lightweight, since it uses only
simple bitwise operations to achieve mutual authentication
between a RFID reader and a tag as well as protect the
privacy of the tag’s identifier. Consequently, only about
300 gates in the tag are required to implement the proto-
col. Note that a low-cost tag (with price 0.05 — 0.1 US dol-
lar) normally has 5K gates among them less than 1K gates
for available for security operations. EMAP is claimed to
be effective in “man-in-the-middle attack prevention” and
“forgery resistance”.

In this paper we present our security analysis of
EMAP. First, we show that the protocol suffers from de-
synchronization attack which destroys “synchronization”
between RFID database ! and a RFID tag, and therefore per-
manently disables the authentication capability of the tag.
The attack can be carried out easily by only eavesdropping
a single round of the protocol message exchange. Next, we
present a more serious full-disclosure attack. By interact-
ing with the reader and the tag across several protocol runs,
this attack allows an attacker to extract the I D as well as
all other secret information from the tag. Finally, to de-
fend against the above attacks, we point out several poten-
tial countermeasures.

The rest of this paper is organized as follows. Section 2
provides a review of the EMAP protocol. Section 3| illus-
trates our detailed analysis on EMAP’s vulnerabilities. Sec-
tion 4/ discusses several countermeasures. Related work on
RFID security and privacy is reviewed in Section Sl Finally,
conclusion remarks are drawn in Section 6.

!'As in [15], the terms “database” and “RFID reader” are used synony-
mously; they both refer to the counterpart of a tag in the authentication
protocol.



2 Review of EMAP

EMAP [135] is a highly efficient RFID mutual authenti-
cation protocol using only bitwise XOR (&), bitwise OR
(V) and bitwise AND (A) operations. Costly operations
such as multiplications and hash functions are not required
at all, and random number generation is only done by the
reader. In EMAP, a dynamic index-pseudonym (IDS) (m-
bit length, m = 96 is cited for an EPC [4] tag ID) is
used as the index to a table (a row) where all the infor-
mation about a tag is stored. Each tag is associated with
a key, which is divided in four parts each with 96 bits
(K = K1||K2||K3||K4). As the IDS and the key (K)
must be updated after each successful protocol execution,
they need 480 bits of rewritable memory (EEPROM) in to-
tal. A ROM memory to store the 96-bit static identifica-
tion number (ID) is also required. Due to the fact that most
low-cost tags are passive, communications must be initiated
by readers. EMAP assumes that both the backward and the
forward channel can be listened by an attacker, but the com-
munication channel between the reader and the database is
secure. The nth protocol run of EMAP is shown in Table 1.

Tag identification:

Reader — Tag: hello

Tag — Reader: IDSEZQ)(”

EMAP mutual authentication:

Reader — Tag: A||B||C
Tag — Reader: D||E

where:
_ (n) (n)
A= IDSt?g()i) ® Klt?g)(l.) ®nl
_ n n
B = (IDSmg(i) \Y, Kztag(i)) ®nl

C=IDS) @ K3(r) . ®n2

AL )
D= (IDS?Z{)](D AEdG@) @n2 o
n 4 n
E = (IDS,;) ;) AnlVn2) ® IDjagiy 1oy KL

Table 1. EMAP Protocol

The protocol has three stages: tag identification, mutual
authentication, index-pseudonym and key updating.

e Tag Identification: The reader identifies the tag by
sending a hello message to the tag, which answers
by sending its current index-pseudonym (IDS). By
means of this IDS, only an authorized reader is able
to access the tag’s corresponding secret key (K =
K1||K2||K3||K4) from the database, which is used
in next stage.

o Mutual Authentication: The reader first generates two
random numbers n1 and n2. With n1, n2, and the sub-
keys K1, K2 and K3, the reader generates the sub-
messages A, B and C, and then sends them to the

tag. With the submessages A and B, the tag can au-
thenticate the reader and obtain nl. Once the reader
is authenticated, the tag obtains the random number
n2 from the submessage C, and then generates mes-
sages D and E. Note that the tag’s static identifier is
transmitted securely to the reader in E. The tag is suc-
cessfully authenticated if the reader extracts a valid ID
from E.

o [ndex-Pseudonym and Key Updating: After the reader
and the tag have authenticated each other, they carry
out the index-pseudonym and key updating operations
based on the following equations:

DS — 1ps™ @ pog K1

(ti_(i()z) ( )tag(i) tag(i)
KltZg(i) = KltZg(i) ©n2® ([IDtag(i)][Ms] ||

Fy(KAM D[E(K3(0 )

(n+1) _ (n) (n)
K2mg(i) = K2mg(i) On2d® (Fp(Klmg(i))ll

Fy(KA DI Dyageiy] aowos)

(n+1) _ (n)
K3tag(i) - K3tag(i) ©nld ([IDtag(i)][lAg] ||

Fy (KA DIIF (K20 )
(n+1) __ (n) (n)
K4mg(i) = K4mg(i) Ddnld (Fp(K3tag(i))||

Fo(K12) O Dtag(s)) aoos)

where F),(X) is a parity function: the 96-bit number
X is divided into twenty-four 4-bit blocks. A parity is
generated for each block, with a total of 24 parity bits.
In the above equations, [IDyqg(;];:1) denotes bit se-
quence from the j-th to the k-th positions of 1Dy, (;)-

In [15], the authors presented some security analysis and
claimed that EMAP is secure against the man-in-the-middle
attack, replay attack and forgery attack. In the next section,
we show that the claims unfortunately don’t hold.

3 Vulnerabilities of EMAP

First, we remark that EMAP in its present form is not
robust, since the tag doesn’t know if D and E are indeed
received or verified by the reader. If they are not received
or verified successfully, the reader will not update the tag’s
entry in the database, while the tag would have updated its
memory. Obviously, the storages at the tag and the reader
will be out of synchronization. But this is more about
a practical assumption problem (See more discussions on
threat model in section 4.1.), not as a serious security prob-
lem. To patch the problem, a standard two-phase commit-
ment message exchange can be carried out. In the follow-
ing, we will present the true vulnerabilities of EMAP.



3.1 De-synchronization Attack

To provide privacy protection, most RFID authentication
protocols update a tag’s ID and other secret information af-
ter a successful protocol run. This update is performed in
the database as well as in the tag. So synchronization of se-
cret information between the database and the tag is crucial
for subsequent authentications. Protocol malfunctions, such
as that discussed above, might leave the both sides in an un-
synchronized state. The de-synchronization attack, to be in-
troduced below, is a malicious action by an attacker which
intentionally causes the database and a tag out of synchro-
nization.

Attack 1: Changing message C'. We start by present-
ing the simplest de-synchronization attack: a man-in-the-
middle first eavesdrops on the protocol message exchange
to obtain A||B||C. It then changes A||B||C to A||B||C’,
where C' = C' @ [I]o and [I]o = [000 - - - 001] %. Similarly,
the attacker changes the reply D and F from the tag to D’
and E’, respectively. This procedure is depicted in Table 2.

EMAP mutual authentication:

Reader — Tag: A||B||C’

Tag — Reader: D’||E’
where:

n2' =n2® [Io

— — (n) (n)
C'=Celllo D=(IDS,.), AK4) ) @n2

D' =Dl L
E = (IDS{) o An1Vn2) & IDyagiy 1y KL
E'=Ea [l

Table 2. 1-bit de-synchronization attack against
EMAP

We say that the attack is successful if D’ and E’ are both
accepted by the reader, or it is a failure if they are not ac-
cepted (note that C” is always accepted by the tag in this at-
tack). Now we analyze the success rate of the attack. At the
tag side, the attack doesn’t affect the first round of the pro-
tocol interaction: “tag identification”. In the second round,
when the tag receives the message A||B||C", it can still au-
thenticate the reader as A and B are intact. However, the
tag will get a wrong random number n2’ (as C' = C & [I]o,
we get n2' = n2 @ [I]p). The tag will accept this value and
compute the reply based on n2’ (refer to the values of D
and F in table 2). The reader will get D’ = D & [I|g =

(IDS™ . A K4™

tag(i) tag(i)
Also, the reader will get E' = (IDS{) . AnlVn2') @

tag(i
[Tl ® IDyagis) By Ky

tag(i)’

) @ n2 and accept it as correct value.

Obviously, the reader will

2Set the more significant 95 bits of I as 0 and the least significant bit
as 1, or equivalently toggle the least significant bit of C'.

accept E' if result; = (IDSEZ;(i) A nlV n2) equals to

resulty = (IDS{") . An1Vn2') & [T]o. We list below the
truth table of the relevant parameters:

[IDSt(Zg);(i)}O [nllo | [n2]o | [n2']o | [resulti]o | [resultz]o
0 0 0 1 0 0
0 0 1 0 1 1
0 1 0 1 0 0
0 1 1 0 1 1
1 0 0 1 0 0
1 0 1 0 1 1
1 1 0 1 1 0
1 1 1 0 1 0

Table 3. Truth table of the least significant bit of
result; and results

From Table 3, the attack has an average 75% success
rate for £’ being accepted, no matter what the values of

IDSISZ;U), nl and n2 are. However, since IDSt(;L;(i) is
known, if [I DSt(:;(i)]o = 0, the attack succeeds with 100%
rate and if [IDS(”) )}0 = 1, the success rate is only 50%.

tag(i)1Y,
Assume that the attack is successful, that means the reader

accepts the values of D’ and E’ and it needs to update
the tag’s secret information in the database with the pair
(n1,n2). However, the tag uses another pair (nl,n2’) to

update its secrets. E.g., IDSfZg’::; = IDSE:Q)(Z.) on20) @
Kl(”)

tag(i)’ It is obvious that there is a mismatch at the secret
storages on the tag and the database (refer to table 4). So
far, the simplest attack assumes that only the least signifi-
cant bit of the message C'is toggled. The purpose is mainly
for illustrating the efficacy of the attack. In fact, the attack
can be extended to toggle a single bit of C' at any bit position
7, so that it can be a general attack with the same success
rate. Most seriously, given that /DS t(:) ) is known, an ad-
versary can choose to toggle the bit at position j of C' such
that [IDSt(:;(i)]j = 0, to achieve 100% success rate.

For on-going nth protocol run of EMAP, an adversary

can eavesdrop the index-pseudonym of the tag I DSt(:;(i)
and intercept the message C'. Instead of sending the mes-

sage C' to the tag, the adversary toggles the j-th bit of C
to get C" as C' = C & [I]; (in which, [IDS}") ]; = 0
for any j € {0,95}). The new messages A||B||C’ are then
sent to the tag. Upon receiving the reply messages D and F
from the tag, the adversary changes them to D’ = D & [[];
and E' = E @ [I];, respectively. Then, the adversary sends
D'||E’ to the reader. As per analysis above, it has 100%
success rate for the reader to accept the message. A success-
ful attack may change the tag’s secret status on the database,
i. e., de-synchronize the database and the tag with this gen-
eralized attack.



Attack 2: Changing messages A and B. This attack
targets on nl. In this case, the attacker intercepts the
messages A||B||C and sends A’||B’||C to the tag, where
A" = A@ [I]; and B = B & [I]; (toggling the j-th
bit of A and B). Since A = IDS}1) & K1{%) . & nl

tag(i
and B = (IDS(”) v K2§Z)( ) & nl, the tag will get
nl’ =nl&[I]; from both A’ and B’. Thus, the tag authen-

ticates the reader and generates the reply messages D and

E. From the truth table 3, we know that if [/ DS t:; 2li =0,
the attacker does not need to do anything but forwards them

to the reader, and the reader will accept them with 100%
rate. In the case that [I DS’t(:g(i)] j = 1, the attacker can
send either D||E or D||E' (E' = E @ [I];) to the reader
with 50% success rate for each of them to be accepted by
the reader. Upon a successful attack, both the reader and the
tag need to update their secret information. The reader will
perform update using the pair (nl,n2), while the tag uses
(nl’,n2). This will cause mismatch in the next execution
of the authentication protocol (refer to Table 4).

Attack 3: A combined attack. Naturally, the above at-
tacks can be combined in which the attacker changes n1 and
n2 simultaneously. In this case, the attacker intercepts the
messages A||B||C and sends A’||B’||C’ to the tag. Also,
the attacker intercepts the reply messages D||F and sends
D'||E’ (where M’ = M & [I];,VM € {A,B,C,D,E})to
the reader The success rate is 100% if j is chosen such that
[7 DS™ tag( )] ; = 0. Consequently, the updating pair at the
reader is (n1,n2), while at the tag is (n1’,n2’). The effects
on updating on both the database and tag are summarized in
Table 4l

Attacks Secrets stored on Reader Secrets stored on Tag(%)
Attack 1 | [IDS, K1,K2, K3, K4] [IDS',K1",K2',K3, K4]
Attack 2 | [IDS,K1,K2, K3, K4] [IDS,K1,K2, K3, K4']
Attack 3 | [IDS,K1,K2,K3,K4] | [IDS',K1',K2' K3 K4']

Table 4. Updated secret values in the database and
in the tag after the attacks at round (n), in which
M' # M (YM € {IDS,K1,K2,K3,KA4}), due
to n2’ only, n1’ only or both of n1’ and n2’.

All the above attacks are based on toggling 1 bit only.
They can be extended to toggle multiple bits simultane-
ously, as long as any one bit is selected as described above,
this multi-bit de-synchronization attack works equally ef-
fective as that of the 1-bit attacks.

3.2  Full Disclosure Attack

EMAP implicitly assumes that a RFID tag is stateless,
i. e., it does not remember the state of the EMAP protocol

execution. That means we can repeatedly run a uncomplete
protocol many times with any tag. The full disclosure attack
takes advantage of this stateless nature of tags, to extract all
the secret information in the tags.

Plot of the attack. The objective of the attack is to obtain
a tag’s ID, as well as all the secret values associated with
it wrt., K1, K2, K3 and K4). Since a tag’s ID is hidden
inside message F/, the attacker has to derive all other para-
meters in E' and then solve the equation to find 1Dy, 4(;)-
Initially, this seems like an impossible task, because all se-
cret values are random numbers in the current protocol run
and will be updated in the next protocol run. How fo de-
rive all the secret values in one or multiple protocol runs
is the key to fully disclosing the ID of a tag. As we will
see, exchanged messages in a single protocol run in fact
disclose quite a bit of secret information to the attacker.
By launching the attack across several protocol runs, the
attacker is able to obtain all secret information of the tag
with high probability. The full disclosure attack consists of
four stages. Stage 1 derives some bit values of the random
number n2; stage 2 is more subtle and derives the other bit
values of n2; stage 3 based on n2 derives as much as possi-
ble the tag’s secret information in a single protocol run; and
the last stage derives all the secret information including the
ID of the tag.

Stage 1: Deriving ‘“half”’ of n2. For the nth protocol run,
an attacker impersonates a legitimate reader and gets the
current /DS of a tag. Using this valid DS the attacker
impersonates the tag to get a valid message A||B||C from
a legitimate reader. The attacker then intercepts the reply

messages (D||E). Since D = (IDSt(;Lg)( 5 A K4EZ;( ) B n2
and 1 DSmg(Z) is a known value, we can derive some bit

values of n2 from the bitwise expression. Specially, let ¢
be the set of bit positions in which the corresponding bit

; (n)
values in IDSmg(Z.)
in which the corresponding bit values in DSt(:g(i) are 1,

wehaveqb—{yHIDS l; =0,¥j € {0,95}} and T =

are 0 and 7 be the set of bit positions

tag(:)1d
{k;|[IDSm o) ] = 1,Vk € {0,95}}. Thus, we derive the
bitwise expression of D as:
= [D; = [2; (Vieo) (D
= [Dk = [K40 ko2 (Vker)

Obviously, “half’*® of n2 is derived directly from D in

equation (1). Another “half” of n2 is not directly derived
from equation (2) since K 4§a;( ) is unknown. Following the
same approach, we can derive “half” of n1, since [B];, =
[n1]g, (VE € 7). Next, we show a more subtle attack to

fully derive the value of n2.

3Suppose T DSE:; () is randomly chosen, its hamming weight could
be nearly “half” (|m/2]).



Stage 2: Deriving the other “half” of n2. This attack
makes use of the de-synchronization attack (i. e., Attacks
1, 2, 3) introduced in the last section. There are two in-
teractions between the attacker and the tag in this stage, as
illustrated in Fig. |1l

® @ hello @

IDS
AllBIIC

AllBIIC
DJE

I A'llB'IIC

DI E

2| _AlBIC
D" J|E"

-

Figure 1. Full Disclosure Attack in a single pro-
tocol run

Firstly, the attacker launches Attack 2 by toggling mul-
tiple bits of n1. This is done by sending A’||B’||C to the
tag and intercepts the reply messages D||E’, where A’ is
set as [A']; = [A], @ [I]-, or equivalently toggling all the
bit values at positions of 7 on A (where [IDS;:g(i)]T =1).
Similarly, B’ is set as [B']; = [B],; ®[I], for which, we set
nl’as[nl’]; = [n1],®[I],. Uponreceiving the request, the
tag obtains n1’ and n2 and replies with D and E’. Since E’
is calculated from n1’ and n2, it must be different from E
intercepted in stage 1. Let results = (IDS(n) yAnl Vn2)

tag(i
and resulty = (IDSE:;  Anl’' Vv n2), we get the follow-

ing truth table (Table 5)(f)0r all the k-th bit value (k € 7)
of results and resulty. Clearly, if [n2]y = 0 (k € 1),
the toggle operation on [n1]; causes a toggle operation on
[results]y (therefore, on [E]g, too). Else if [n2], = 1
(k € ), the toggle operation on [nl]; doesn’t change
the bit value of [results]i. Bit by bit, we compare the
bit values in [results], and [resulty]s (actually by com-
paring [E]x and [E’];), and derive the bit information as
2y = {O[[Elx # [E'l U[El = [E'ls} (Vk € 7).
To this end, n2 is fully disclosed with only 1 interaction
with the tag. Consequently, some other secret values, K3
and [K4],, are derived by solving the expressions of C' and
Equation (2).

Secondly, the attacker uses a similar method to Attack 1
by toggling multiple bits in n2 (refer to Fig. |1, the second
interaction with the tag.) and obtains “half” (w.x.t., [n1],) of
nl (note that we can derive the same “half” of n1 in stage
1). From the expression of A, we further derive the “half”
of K1 as [K1],. The details are not presented here in order
to keep the presentation compact. The other “half” (w.rz.,

DS e | [0k | (V] | 2] | [results]y | [resulta]s
1 0 1 0 0 i
1 0 1 1 1 1
1 1 0 0 1 0
1 1 0 1 1 1

Table 5. Truth table of the k-th bit value (k € 7) of
results and resulty

[n1]4) of nl is still unknown; however, we will show in
stage 3 that knowing this other “half” is not important as it
can be eliminated from the final equations.

Stage 3: Deriving secrets in a single protocol run. We
regard round (n) only in this stage. Now, the known pa-
rameters are [nl],, n2, [K1],, K3 and [K4].. While the
unknown parameters are [nl]y, [K1]s, K2, [K4]s, and
ID. As mentioned above, we need to solve I D4 in

expression F/, which is also a half by half process. From
n 4 n

E = (IDS\1) . AnAVn2) & I Dyag(s) By KTy, We

eliminate it to get the following bitwise expressions:

(KI5

tag(i)

(Vieg) 3)

P -

[E]j = [n2]; © [I Dyag(];

~
Il
—

(n)
[K'[tag(i)]k

P -

[Elk = ([n1]k V [n2]k) © [I Diag(aylk

~
Il
-

(VEeT) 4)

In Equation (3), one of the unknown parameters is
(K17, @ [K2™) ], that needs to be solved first. For-

tag(i) tag(i)
tunately, from A and B, we have [A], = [K IEZZJ@)M oy
[n1]s and [Bly = [K2{1) ;)]s & [n1]. Eliminating [n1],,

we get [K1{") 1, & [K2") 15 = [A]l & [B],. We move
the unknown parameters to the left hand side and the known
parameters to the right hand side and Equation (3) is trans-
formed as:

[IDiagii)e @ (K4 116 = [n2] & [Els @ [Als

tag(i)
®[Bly @ K3 ls ()

Similarly, Equation (4) is transformed as:

[IDyageiy)- @ [K2\

tag(i)]T = ([n1]; v [n2];) ® [E],

@[Klig(i)]r ® [K3§Z;(i)]r ® [K47§Z;(i)]7' (©6)
Since [K4£Z; z‘)Lﬁ and [K2EZ;(Z.)]T are still unknown, we

can not derive I Dy,4(;) in a single protocol run. The reason



is that the unknown “halves” of [K QEZ;@)] and [K 4§Z;(i)]
are hidden in B and D by the V or A operations. Thus, like
IDyqqi), they are being used only once in F in a single
protocol run. Apparently, we need more protocol runs to

fully extract the secrets.

Stage 4: Deriving secrets in multiple protocol runs. Now
the attacker initiates the n + 1th protocol run with the tag
using the information it learns in the last stage. As described

in Section 2, the index pseudonym updating algorithm is

n+1 n .
IDSt(a;Ei)) = IDSt(ag)(i) @nZ@Klmg(i). By eavesdropping
a valid IDS("+1) and given that n2 is known, Kl(”)

tag(i)’ tag(i)
can be derived. From A and B obtained in the nth protocol
run, we recover the complete n1 and [K 2&2;(1)](25. Thus far,
we derive all secret values in the nth protocol in the tag

except [K4§Z;(i)]¢,, [K2§Z;(i)]T and I Dy ;). We list below
in (Table 6) the recovered secrets in the nth and the n + 1th

protocol runs.
Recall the updating algorithm on K1{") . With the
known values in Table |6, denote £ as the set including the

most significant 48 bits of I Dy,4;), we directly derive:
n+1 n
(I Do) c = [K1§ag(i)>] O [mga;(i)] c®m2z ()

However, deriving the right set R (the least significant 48
bits) of I Dyqy(;) is not straightforward. With the updating

algorithms of K 2&2:(1)) and K 4152(2)) , we can derive:

n+1 n
[IDtag(i)]R = [K21(5a;(1))]72 ©® [K2£a;(z)]7€ ) [772]72 (8)
I Dagilr = (K45t Vlr @ [K41) 1r & [0l (9)
Furthermore, with the known values in Table 6, some of
the least significant 48 bits of 1Dy, 4(;) can be derived as:

n+1 n
I Dsagnlrns = K240 lrne © (K240 Irns
@[n?]Rm¢ (10)
_ (n+1) (n)
[IDtag(i)]Rﬁ'r - [K4mg(i)}73ﬂr’ @ [K4tag(i)

]Rﬁ'r
®nlrnr (11)

The number of bits which can be derived from the above
equations is not deterministic due to the randomness of ¢
and 7. We now deduce the probability of deriving the bit
information in above equations. Let j € R be a bit po-
sition in all parameters. Under the randomness assump-
tion of these parameters, we have Pr{j € ¢} = Pr{j €
T} = Pr{j € ¢'} = Pr{j € 7'} = 1/2. Also, we get
Pr{j e ¢ne¢'} = Pr{j € TN 7'} = 1/4. Therefore,
from Equation (10), we can roughly derive ~12 bits. Since
¢N7=0and ¢’ N7 = 0, we can derive another ~12
bits from Equation (11). Totally, we derived ~24 less sig-
nificant bits of D, 4(;) with 1 full disclosure attack on two
continuous protocol runs.

Suppose we launch attack on ! (not necessarily on con-
tinuous) protocol runs on the tag, we can roughly derive
48 x (1 — 1/2") bits of [IDy4g(:y]=. We can fully disclose
the ID of the tag in about 5 or 6 independent attacks against
the protocol. In summary, we need ! (=~ [log, m — 1]) at-
tacks to fully disclose a tag’s ID (with m-bit length). [

4 Discussions
4.1 Reasonable Threat Model

Threats in RFID Systems: RFID tags suffer from a va-
riety of attacks: (1) physical invasive attack, where an ad-
versary can physically compromise the inlay of an RFID tag
and read the memory for any information; (2) side chan-
nel attack, where an adversary uses timing analysis, power
analysis [14] or electromagnetic analysis to get tag infor-
mation; (3) jamming attack, where an adversary blocks all
RF channels between reader and tags; (4) spoofing attack,
where a man-in-the-middle can impersonate a legitimate
tag; (5) eavesdropping, where an attacker is able to intercept
messages sent between reader and tags; (6) cloning attack,
where an attacker writes the information of a compromised
tag to a set of new (blank) tags.

Our threat model: Some of the earlier research work
draw assumptions on practical limitations of RFID deploy-
ments: i.e., firstly, the tag-to-reader channel is assumed to
be private, since the backscatter channel from the tag to the
reader has a relatively shorter range (e.g., several centime-
ters) than that of the forward channel. Thus, an attacker, not
within the range, cannot get reply from the tag. Secondly, it
is not easy for an attacker to hide himself between a legiti-
mate reader and a tag in an active session. Thirdly, it is not
easy to intercept a message and modify the message over
the air in real time, because of shared bearing medium. With
these assumptions, active man-in-the-middle attacks such as
our attacks described above are not possible. However the
above assumptions are considered too restrictive. Some of
the most research efforts [9, 3] assume the most reasonable
or strongest threat model that an active man-in-the-middle
can eavesdrop, intercept or modify messages in real time on
both forward and backward channels. The EMAP protocol
[15] is designed specifically to counter such active attacks.

4.2 Efficacy of De-synchronization Attack

Our de-synchronization attack flips some of the bits in
protocol messages. To counter such “bit errors”, one may
employ error correcting codes. This can be effective in cor-
recting random bit errors in transmission, but it does not
help on defending against our (active) de-synchronization
attacks, because our multi-bit attacks can change the updat-
ing pair (n1, n2) to an arbitrary random pair (1, n2). The
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Table 6. Known secret values in the nth and the n+ 1th protocol runs where ¢’ and 7’ are the corresponding parameters

associated with the n + 1th run.

secrets stored at the reader can no longer be re-synchronized
with that of the tag due to different updating pairs. As the
attacker can launch this attack in any protocol run at will, a
legitimate tag takes such a huge risk on conducting the pro-
tocol as being permanently destroyed unless being recalled
and reassembled by its owner.

4.3 Severity of Full Disclosure Attack

This attack takes advantage of the tag’s inability to re-
member protocol states. To counter our attack, it is neces-
sary for a tag to store state information of a protocol run. To
this end, we assign an additional status bit s, and set s = 0,
if the protocol is completed (or synchronized) successfully;
or s = 1, if the protocol is uncompleted (or asynchronized)
due to some reason. The protocol status bit is set for the
purpose of indicating the completion of a protocol execu-
tion. Only a successful completed protocol can trigger the
updating operations at both the reader and the tag sides. As
mentioned in the beginning of section |3, a completion mes-
sage is very important for updating the secret values at both
sides. That means an attacker can not learn the bit values of
nl or n2 within a single (incomplete) protocol by launching
multiple (failed) trials.

In case of asynchronization, the tag will only expect a
completion message from the reader, and will not reply to
any other request. The reader, having sent a completion
message, updates its database with the new secret values re-
garding the tag as well as stores the current updating pair
(n1,n2). If the completion message is not received or ver-
ified by the tag, the tag will not update its secret values.
Later on, on receiving a former IDS of the tag, the reader
needs to recalculate the completion message using (n1, n2)
and sends it to the tag for re-synchronization. If neither the
former IDS is found, nor the completion message is valid, a
tag is considered as being compromised permanently.

At the tag side, only 1 status bit is added and two ad-
ditional random numbers nl, n2 (192 bits) are stored in
EEPROM to remember the current status of the incomplete
protocol. This mechanism increases a tag’s memory size by
~33% (= 193/(96 x 6)), while nearly all other hardware
implementations for algorithm logic units or control units
are not changed.

5 Related Works

Many research papers addressing RFID security and pri-
vacy problems have been published in the literature (please
refer to [2, 110, 6] for a detailed literature survey). Our in-
terest here is on RFID reader/tag (mutual) authentication
protocols.

Authentication normally involves the use of secret data.
Note that not all RFID tags are able to be authenticated since
their inabilities of storing the secret data, e.g., EPC class |
tags. In the literature, one widely adopted assumption is
using hash function within a tag. Weis et al. propose a ran-
domized “hash lock” based mutual authentication protocol
in [17]. Ohkubo et al. proposed a hash chain model embed-
ding two hash functions in a tag [13]. Some solutions as-
sume Pseudo-Random Function (PRF) in a tag. Molnar and
Wagner use a tree scheme for authentication [11]. They fur-
ther propose a scalable pseudonym protocol for ownership
transfer [12]. Other assumptions includes using symmetric
cipher, like [1,15], in which Feldhofer et al. proposed a sim-
ple two way challenge-response mutual authentication pro-
tocol with AES encryption algorithm. The other work [7]
even assume public key cryptographic primitive, in which
tags update their IDs with re-encryption scheme.

To reduce the gate numbers in RFID tags, some ap-
proaches have been proposed without assumptions on clas-
sic cryptographic primitives. In [18]], Weis introduced the
concept of human computer authentication protocol due to
Hopper and Blum, adaptable to low-cost RFID tags. Weis
and Juels proposed a lightweight symmetric-key authenti-
cation protocol named HB™ [9]]. The security of both the
HB and the HB™ protocols is based on the Learning Parity
with Noise (LPN) Problem, whose hardness over random
instances still remains as an open question. In [16], the
authors proposed a set of extremely-lightweight challenge-
response authentication protocols, but their protocols can
be broken by a powerful adversary. In [8], Juels proposed a
solution based on pseudonyms without using hash functions
at all. RFID tags store a short list of random identifiers or
pseudonyms (known by authorized verifiers). When a tag is
queried, it emits the next pseudonym in the list. However,
the list of pseudonyms need be reused or updated via an out-
of-band channel after a number of authentications. Due to



those reasons, Peris-Lopez et al. proposed the efficient mu-
tual authentication protocol for low-cost RFID tags: EMAP
[15], in which only simple bitwise operations are used. This
protocol is extremely lightweight and claimed to be secure
against many attacks. However, we show the vulnerabilities
of the protocol due to our de-synchronization attack and full
disclosure attack.

6 Conclusions and Future Work

In this paper, we presented several effective attacks
against EMAP, a ultra-lightweight RFID mutual authenti-
cation protocol recently proposed in [15]. The efficacy and
severity of the attacks clearly indicate the insecure design of
the protocol. It seems to us that it may be quite dangerous
using only simple bitwise operations to achieve secure mu-
tual authentication under powerful adversarial models with-
out rigorous analysis. To counter those attacks, some po-
tential countermeasures were also presented. Taken these
attacks and countermeasures in mind, our next step aims to
design secure ultra-lightweight mutual authentication pro-
tocols for low-cost (EPC) RFID tags.
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